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Abstract: A fault-tolerant system is able to reach its goal even when some of its components
are malfunctioning. This paper examines tolerance to a specific type of malfunction: the loss
of control authority over actuators. Namely, we investigate whether the desired target set for a
linear system remains reachable even after such a loss of authority. We frame this problem as the
verification of whether a set is reachable from a certain initial state under any undesirable input,
without prior knowledge of future undesirable inputs. Building on previous work on reachability
with undesirable inputs, this paper develops a reachability condition for linear systems, and
obtains a formula that describes reachability of the goal set for driftless linear systems by
computing minimum of a concave-convex objective function. From this formulation we establish
two novel sufficient conditions for reachability of the goal set.

Keywords: Linear systems, Fault-tolerant systems, Reachability, Zero drift, Non-convex

optimisation

1. INTRODUCTION

Fault-tolerant systems are required to be resilient to
malfunctioning actuators performing out of their nomi-
nal regimes. Among the possible malfunctions, the most
widely studied type is actuator failure, which considers
an actuator performing with a reduced amplitude or with
a fixed unknown magnitude (Tang et al., 2007; Wang
and Wen, 2010). Yet, the situation where an actuator
becomes unmanageable and produces undesirable, uncon-
trolled actuator outputs has been less investigated. Such
a situation is referred to as loss of control authority over
an actuator (Bucié et al., 2018). For instance, a damaged
rudder flapping in the wind produces undesirable outputs,
but cannot be turned off like a defective engine.

We are interested in the case of a system losing control
authority over at least one of its actuators. The desire
of this paper is to develop simple verification conditions
determining whether the system is still able to reach
its initial goal. While computation of a reachable set
is a classical problem in control theory (Brockett, 1976;
Isidori, 1985) and significant computational work has been
performed in order to make finding a solution feasible (see,
e.g., Kurzhanski and Varaiya (2000); Girard and Guernic
(2008)), classical methods often rely on full knowledge of
system state and inputs and cannot be directly applied to
the case of loss of control authority.

The most widely studied notion of reachability for systems
enduring undesirable inputs is strong reachability which
tackles the problem of how to reach a goal set with a
control input that works for all possible undesirable inputs.
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This approach relates to the field of robust control, and
has been studied by, e.g., Bertsekas and Rhodes (1971),
Bertsekas (1972) and Rakovié¢ et al. (2006). Nonetheless,
such straightforward robust methods are conservative and
often produce meaningful results only when the amount of
undesirable “disturbances” in the system is small. There-
fore, discussion of reachability in the face of loss of control
authority, where the capabilities of the uncontrolled actu-
ators may equal or exceed the capabilities of the remaining
control actuators, calls for a different type of reachability.
Namely, we say that a goal is resiliently reachable from
an initial state if for any undesirable inputs, there exists a
control law — possibly dependent on current undesirable
inputs, but with no knowledge of future ones — able to
drive the system to the target set. While not referring to
it as resilient reachability, Marzollo and Pascoletti (1973)
studied this setting in parallel with strong reachability and
described an algorithm to compute resiliently reachable
sets. Delfour and Mitter (1969) transformed the problem
of resilient reachability into a minimax formula assessing
whether a target set is reachable. While our paper heavily
draws from the latter work, the resulting reachability con-
ditions of both these approaches are highly abstract, lack
intuition, and are difficult to compute.

This paper aims at extending reachability analysis meth-
ods to linear systems with loss of control authority. The
contributions of this paper are fourfold. First, we consider
the reachability condition of Delfour and Mitter (1969)
and develop it into a usable equation describing resilient
reachability for linear systems. Second, we tackle the spe-
cific case of driftless systems, and derive a computable
condition for resilient reachability. Third, we analyze the
evolution with time of resilient reachability for driftless
systems, and show that the resilient reachability problem
can be formulated as a minimax optimization of a concave-



convex objective function. Fourth, we establish several
sufficient conditions that enable us to avoid solving the
developed optimization problem.

The remainder of the paper is organized as follows. Sec-
tion 2 defines the problem of interest and states the related
necessary definitions. Section 3 introduces preliminary re-
sults obtained by Delfour and Mitter (1969), upon which
we build our theory. In Section 4 we develop a resilient
reachability condition for linear systems. Section 5 applies
this condition to driftless systems, while Section 6 explores
how resilient reachability of a target set evolves with time
and establishes a sufficient condition for resilient reacha-
bility. Two scenarios illustrating a one-dimensional system
and an underwater robot illustrate our theory in Section 7.

Notation: The set of real vectors of dimension n is denoted
by R”. The transpose of a matrix M is written M7”, and
positive semi-definiteness is denoted by M = 0. We use
|l - ||x to denote the canonical norm on the space X. For

z = (21,...zn) € R", ||z||[gn = /D 22. The unit sphere in
R™ is U = {z € R™ : ||z = 1}, while Bx(z,¢) denotes
the ball of center z and radius ¢ in the space X. We use
{,")x to denote the inner product on X. The empty set
is denoted by (), while quantifiers 3 and V denote “exists”
and “for all”, respectively.

X —Y

x> f(x)
The space of continuous linear maps from X into Y is
denoted by E(X7 Y), while EQ([O,T], Rm) denotes the
space of the square integrable functions w : [0,7] — R™
for T' > 0. This space may also be simply denoted as L.

For a Banach space X, X* = E(X, ]R) denotes its topo-
logical dual space. The dual vector of x € X is z* € X*,

and denotes the associated linear form from X to R. For
S e E(X, Y), S* e E(Y*,X*) is the adjoint linear map.

The map f from X into Y is described by f :

2. PROBLEM STATEMENT

Consider a system governed by the equation & = Az +
Du, where A € R™*" and D € R™*("+P) are constant
matrices. Let G C R™ be the target set (“goal”) to be
reached by the system. Assume that, during its mission,
the system loses authority over p of its m+p actuators. We
can then separate the controlled inputs v € R™ from the
undesirable inputs w € R? by writing @ = [u? w’]T and
D = [B C], with B € R"*™ and C € R"*P. The system’s
dynamics can thus be rewritten as follows:

i(t) = Az(t) + Bu(t) + Cw(t), z(0) =z € R". (1)

The goal of this paper is to find a simple condition that
characterizes whether a target set is reachable in a given
time for a system undergoing a loss of control authority,
regardless of the inputs imposed by the malfunctioning ac-
tuators. We formulate the problems of resilient reachability
of G from an initial state xg below.

Problem 1. Let T' > 0. Determine if, for any undesirable
inputs w € W, there exists a control law u(w) € U that
ensures that the system state is in G at time T'.

Problem 2. Let T' > 0. Determine if, for any undesirable
inputs w € W, there exists a control law u(w) € U that
drives the system from x( to G before the time T

We note the possible dependence of v on the undesirable
input w. Unlike the concept of strong reachability in
classical robust control (Bertsekas, 1972; Rakovi¢ et al.,
2006), the objective in the Problems 1 and 2 is not to
a priori design a control signal that would bring the
state to the target set for any undesirable inputs, but
instead to guarantee that whatever the undesirable inputs
are, one can determine a control signal dependent on the
undesirable inputs to drive the system to its goal. The
intuition behind posing such a problem is that the system
inputs, even if not desirable, can often be measured. In
turn, counteracting undesirable inputs is simpler when
these inputs are known and a subsequent controller can
thus handle perturbations of a larger magnitude than a
standard robust controller.

Let us formally define the sets of the initial states from
which the system can be driven to G at or before time T’
as follows:

XOT:{:EOER”:VwEVV, EIuEU:a:(T)EG}7
X;T={zo€eR":3t€[0,T]: 20 € X}

We can now define the notion of resilient reachability
associated with our problems:

(2)

Definition 1. The target set G is resiliently reachable from
xo in time t if xy € X{.

Definition 2. The target set G is resiliently reachable from
xg by time T if 2y € XOST.

We remark that this paper is primarily focused on de-
termining whether a target set is resiliently reachable for
a particular initial state, not on computing the control
signal to take it to the target set. While the developed
work can be adapted to determine such a signal, it is both
technically and computationally intensive, and we omit it
to preserve the narrative of our manuscript.

The technical work of this paper follows the assumptions of
Delfour and Mitter (1969) and considers square integrable
control and undesirable signals over their time domain
[0, T]. Namely, if U is the set of admissible control signals
and W is the set of undesirable signals, we assume

U = {ue L2([0,7], R™) : |lull, < 1% — B, (0,1),
W ={we Ly([0,T], R?) : |w|z, <1} =B, (0,1),
G ={reR": ||$C - xgoalH]R” <e = BR"(xgoalvg)v

where 74000 € R™ and 0 < ¢ < oo.

We now proceed to describe prior results that enable our
work.

3. PRELIMINARIES

The main result of this section is a resilient reachability
condition derived from Delfour and Mitter (1969). This
condition will serve as primary foundation to build our
theory.

Delfour and Mitter (1969) worked with the abstract system
x = s+ Su+ Ruw, (3)

where z € Xj is the state, u € X; is the control and
w € X is the disturbance. State s € X3 represents the
system’s initial state, while maps S € [,(Xl,Xg) and
R € E(Xg,Xg) represent the effects of controlled and



undesirable inputs, respectively. For our case of interest,
we consider X; = Eg([O,T], Rm), Xy = Lg([O,T], Rp),
and X3 = R".

We first transform (1) into (3) by applying the process
described in Section 7 of Delfour and Mitter (1969). We
begin with the notation of (3) and define the following
continuous linear operators:

L5([0,T], R™) — R"

: T ,
U / eAT =) Bu(r)dr
0

L5([0,T], R?) — R"
R: T .
uﬂ—)/ AT Cw(r)dr
0

By taking s = e4Tzy € R", the solution of (1) can then
be written as
z(T) = s+ Su+ Rw.

Before our first result, we need to define norms on dual
spaces, and for that we rely on Conway (1990). Considering
a Banach space X and its adjoint X*, the norm of f € X*
is defined by

/%]l x+ = sup 1{lf*(ﬂc)|} =

llz||x=

sup {|f*(@)[}.  (4)

llzllx <1

We can now state our first result, which will serve as the
basis of the work in the next sections.

Proposition 1. G is resiliently reachable from g in time T'
if and only if

sup {x*(s—%oal) —[18"2" | x; +[[R" 2" x5 —E} <0.

x* =1
o1l x

Proof. Let us start from Corollary 5.8 of Delfour and Mit-
ter (1969), which, while not using the same terminology,
states that the goal G is resiliently reachable if and only if

sup { z*(s) +JI€1fU(S*x*(u))

llz* [l xx=1
s ()

Since S*z* is linear, and for all u € U it holds that —u € U,
we obtain

inf (S*z*(u)) = —sup (|S*z*(u)]) = —[|S* || xs, (6)
uel uelU

because U = {u € X1 : |lul|x, < 1}. Similarly,
sup (R*x*(w)) = |R*z"| x;- (7)
weWw
For y € G = Bgrn(Zgoa1; €), We can write y = Zgoa + 0y
with dy € Bg~(0,¢) and, since z* is linear,
z*(y) = 2" (2g0a1) + 2™ (0y).

Thus,
sup (" (3y) = & sup (" (@0y)) == a"lx; == (8)
lloyll<e loylI<1 ——
=1
Thus, by (8),
Sup(a;*(y)) = 2" (Tgoal) + sup (x*(5y)) = 2" (®g0a1) + €.
yea lloyli<e

We conclude the proof by plugging in identities (6), (7),
and (8) into (5). [ |

The reachability condition derived in Proposition 1 is
highly abstract due to the dual terms and is impractical to
use for devising solutions of our two problems of interest.
The following two sections aim to develop more workable
conditions.

4. INTEGRAL RESILIENT REACHABILITY
CONDITION

We will now work on the simplification of Proposition 1.
First, we can use the Riesz representation theorem (see
Conway (1990)) to simplify z*. Indeed, z* € E(R",R) is
bounded in Proposition 1, because |[z*||x; = 1, so there
exists a unique h € R™ such that
z"(:) = (h,-) and [|hllgn = [l2"(x; = 1.

Thus, the supremum in Proposition 1 is over the unit
sphere in R™, for h € U = {z € R" : |z|| = 1}. With
s = eATxg, the first term of the reachability condition
from Proposition 1 can be rewritten as

(s — Tgoa1) = (N, eAlxy — Tgoal)R™ - (9)

Now we can simplify the adjoint maps that appear in
Proposition 1. By definition of an adjoint map (Conway,
1990), since S : Lo — R™, its adjoint map is given by

(&) — (&)

¥ = xS

S* (10)

The commutative diagram representing S*z* = x* o §' is
given in Fig. 1.
R™ .

/ x\’
Lo R
S*a* € L(Ly,R)

Fig. 1. Commutative diagram of map S and its adjoint S*.

From (10), for any u € Lo we have
S*x*(u) = («* Of) (u) = 2" (S(u)) = (h, S(u))

= (h, /O e*T=7) Bu(r)dr). 1D

By (4), the norm on L3 is defined by

Ille; = iupzl{lf(u)\}, (12)
with ’
T
Jullz, = /0||u(7')HDdeT.

Putting (11) and (12) together, we obtain

T
[S*2"||c; = sup {Kh,/ GA(T_T)BU(T)dT>’}.
lullz,=1 0
(13)
Similarly,
T
|R*z%|| gz = sup {’<h,/ 6A(TT)Cw(7‘)dT>‘}.
lwllzy=1 0
(14)

We combine (9), (13) and (14) to simplify the resilient
reachability condition of Proposition 1.



Theorem 2. G is resiliently reachable from zq in time T if
and only if the following inequality holds:

I}?Eaﬁ( {<h76ATxO - xgoal>
T
— sup {‘<h7/ GA(T_T)B’U,(T)dT>’}
[lullco=1 0
T
{Kh,/ BA(TT)Cw(T)dT>‘} —6} <0.
llwllz,=1 0

+ sup
(15)

Proof. After using (9), (13) and (14) in Proposition 1,
the only work left is to prove that the supremum from
Proposition 1 turns into max,cy, which follows from the
discussion preceding (9), U being closed, and the function
to maximize being continuous in h. |

Because it directly uses matrices A, B and C instead
of the adjoints of maps derived from those matrices, the
condition from Theorem 2 is more direct than the equation
(5) we started from. Yet, computing the two supremums
on the unit sphere of £ is a difficult task because of the
infinite dimension of L£5. We now focus on driftless systems
where the integrals in (15) can be simplified.

5. DRIFTLESS SYSTEMS

Driftless systems are widely studied in robotics, as their
dynamics represent the kinematics constraints of the sys-
tem: numerous examples are described in Siciliano and
Khatlib (2016). For these systems matrix A equals 0, so
that (1) becomes

#(t) = Bu(t) + Cuw(t). (16)

The removal of A enables us to distill Theorem 2 into a
simpler resilient reachability condition.

Theorem 3. G = Brn (2 goal, €) is resiliently reachable at T’
from z if and only if

max{ (h, 20— 2gout) = VT || BTh|g,, +VT [ CTh||g, } <.

helU

Proof. When A = 0, the leftmost term in (15) clearly
equals (h,zo — Tgoar). We now simplify the next term by
using the Cauchy-Schwarz inequality:

(h,B/OT — |(BTh, /T w(r)dr) e

<87, | [ ot

The equality case happens when BT h and fo

17)
T)dT are
positively collinear, i.e., fo (7)dr is a nonnegatlve scalar
multiple of BTh (Conway, 1990).

If (e1,...,em) is the canonical basis of R™, there exist
Uty ey U, € L2([0,T],R) such that v = >, u;e;. The
norm of the integral of u can then be simplified:

‘ /OT u(T)dr

Rm™m

7)dr = V|l .

(18)
In (18), we again use the Cauchy-Schwarz inequality
and the equality case happens when each w; is almost
everywhere (in the measure-theoretical sense) collinear
with the function 7 +— 1, i.e., when u is almost everywhere
constant.

By combining (17) and (18), we proved that

{Kh, /OT Bu(T)dT>‘} < ||BTh||gmVT. (19)

If we can find a function u;, of unit norm in £y for which
the inequality in (19) is an equality, then the supremum in
(19) would be a maximum. The function wup, must realize
both equality cases of the Cauchy-Schwarz inequality used
previously. Hence, for h € U we define the following
constant function:

sup
llullco=1

[0, 7] — R™
Up, : PN BTh .
VT| BT hl|gm
We note that ||up(t)||grm = % for all ¢. Thus, uy, is of unit

norm on Lo:

T T].
Junlles =/ [ (Ot = [ Gt =1
0 0

Moreover, uy, is positively collinear with BTh and is con-
stant over time, therefore it satisfies both of the Cauchy-
Schwarz equality cases in (17) and (18), which leads to

<h,/OT Buh(T)dT>‘ = HBThHRm /OT up(T)dT

Rm
= [|B"A g VT
(20)
From (19) and (20), we clearly obtain
{ / Bu(r dT }z VT ||B"h||g,. . (21)
HU\|£2—1

The same process can be applied to the final term in (15),
yielding the theorem claim. |

The reader desiring intuition on Theorem 3 should recall
that U is the unit sphere in R”, so the maximum over
U explores every direction for h. The scalar product
(h, o Tgoal) gives the intuition that h represents a
direction of the system’s travel in the state space. The
h maximizing this scalar product is positively collinear
with 29 — Zgoar, s0 it is driving the system away from



Zgoal- On the other hand, the terms BTh and CTh
represent how the controls and the undesirable inputs
drive the system when they are both along the direction
h. Hence, the h that maximizes ||CTh| — ||BTh]| is the
direction giving the most strength to the undesirable
inputs over the controls. Therefore, the h that realizes
the overall maximum represents the worst direction for
resilient reachability.

We can strengthen our faith in Theorem 3 by looking
at a few special cases. If we assume that zop = Zg0al,
then G is reachable at time T = 0 as, for all h € U,
( h,zg Zgoal) = 0. Another simple case is when
B = 0and C = 0, so f(T) = ||zo — Zgoat|, Which
represents the distance the system has to travel to reach
the center of the target set. In this case, & = 0, so for all
t, x(t) = xo and the reachability condition becomes as
expected ||z9 — Zgoal| < €, ie., equivalent to zg € G.

Theorem 3 gives a condition on resilient reachability at
time 7. We now have all the tools to start working on
Problem 2, and study how the resilient reachability of G
evolves with time.

6. EVOLUTION OF REACHABILITY WITH TIME

To simplify the notation of Theorem 3, let us first write
d = 9 — Tg0a; and define functions

UxRt — R

T ’ (h, t) > (h,d) + Vt(||CTh| = ||B"R|)
RT — R
and f:|y maX{J(h t)} . Thus, the condition
hel ’

of Theorem 3 is equivalent to f(T') < ¢.

For a given d, the inner product (h,d) in J is bounded
for h € U, so, as time T becomes sufficiently large,
resilient reachability of G largely depends on the sign
of the coefficient of v/T. If there are controls (B # 0),
but no undesirable inputs (C' = 0), the time coefficient is
—||BTh|| < 0, so J decreases with time, which intuitively
means that the reachable set grows. The opposite also
happens as expected when B = 0 and C # 0. We now
wish to analyze resilient reachability of G over time for
general driftless systems.

Note first that for ¢ > 0, J(-,t) is not a concave function,
and thus its maximization over U is not an easy task.
Indeed, both functions h ~ ||CTh| and h +— | BTh||
are convex, so J(-,t) is the difference between two convex
functions. This type of maximization is referred to as a dif-
ference of convex (DC) problem, and analytical solutions
are only available for a few special cases. Numerous algo-
rithms have been developed by, e.g. Tuy (1987) and Tao
and An (1997). In particular, the simple algorithm devised
by Yuille and Rangarajan (2003) to minimize a function
composed of a concave and a convex part has been of great
interest and is called the concave-convex procedure. While
these numerical results, combined with Theorem 3, enable
us to determine whether set G is resiliently reachable at
every given time, they do not enable us to directly gain
insight regarding reachability by a certain time.

In order to discuss reachability by a certain time, we apply
Theorem 3 to note that G is resiliently reachable from x
by time T if and only if
min s maxqJ(h,t } <e.
te[o,T]{ hEU{ ( )} -

Hence the reachability by time T can be described as a
minimax problem with a DC cost function. We will omit
the discussion of possible numerical solutions to such a
problem and instead focus on analytical results.

Let us define the function
U—R
b |CT ]| = | BT A
so that J(h,t) = hTd+g(h)v/t. For a given goal and initial
state, |[hTd| is bounded. So, as time grows, v/t becomes

the leading term in J, with its sign determined by g(h).
We therefore study the sign of r}rllaé({g(h)}. We will show
€

the following:
o if ri?ez%({ g(h)} > 0, G is only resiliently reachable up

to a certain time,
o if I’rllaé({g(h)} = 0, G can be either always resiliently
€

reachable, never resiliently reachable, or its resilient
reachability depends on time,
o if Ilrllaé({g(h)} < 0, G is resiliently reachable from
€

some time onwards.

We prove these claims in the following three subsections.
6.1 Maximum of g is positive

When max{g(h)} > 0, there exists a h such that
ICTh| > ||IBTh|, i.e., in line with our intuition, there is
an input direction where the matrix C produces a stronger
undesirable input than what the control matrix B is capa-
ble of counteracting. Since we want to guarantee reaching
the goal for any undesirable input, a single direction where
the undesirable inputs are stronger than the controlled
ones is sufficient to prevent reachability. We formalize this
intuition as follows.

Theorem 4. Let zq € R™. If I}Tllaﬁ({g(h)} > 0, then there
€
exists ¢, > 0 such that for all ¢ > t;,,, zo & X{.

Proof. We use the notation as given above. Because
Iilaﬁ({g(h)} > 0, there is a hy € U such that g(hy) > 0.
€

Then f(t) > (hy,d) + g(hs )Vt = oo

So, tlim f(t) = 4+00. Then, there exists t;;,, > 0 such that
—00

for t > T, f(t) > ¢, so G is not reachable at time ¢ from
zo. Thus zo ¢ X{. [ ]

Theorem 4 states that, for a fixed initial state xg and
a goal G, there exists a time T after which the target
set is not resiliently reachable anymore. Thus, all resilient
reachability can only happen in finite time.

6.2 Maximum of g equals zero

In this subsection, we assume that max {g(h)}

= 0.
Thus, there is at least one h € U such that g(h) = 0.



Intuitively, in this direction A the undesirable inputs match
the controls. But, in directions where ¢ is negative, the
controls have a greater magnitude than the undesirable
inputs. Thus, overall the controls can at least compensate
the effects of the undesirable inputs.

Since undesirable inputs can match the controls in certain
directions, the resiliently reachable region does not expand
in every direction with time. Thus, the resilient reachabil-
ity of G depends on its location.

Let us define Hy = {h € U : g(h) = 0}. The set Hy
is closed, bounded, and nonempty by the assumption of
max{g(h)} = 0. So with d = z¢ — Zgoa1, We can define

ho = arg }rlré%{th}.

We note that vector hg need not be uniquely defined. The
theorem below holds for every hy.

Theorem 5. Assume I]?au)}({g(h)} = 0. If ¢ > |d|, then
€

o € X§ for all t > 0, and if € < hld, then zo ¢ X{
for all t > 0.

Proof. We note that rilaﬁ({th} = f(0) = ||d||. Thus,
€

F(8) < max{n"d} +max{g(h)Vt} = [[d]| + 0 = |d,

so max{f(t)} = |l

Additionally, hg € U, so f(t) > hfd + g(ho)vt = hid.
Thus, hid < f(t) < ||d|| for all ¢ > 0.

If € > ||d||, then for ¢t > 0, f(t) < ¢, i.e., by Theorem 3,
2o € X§. On the other hand, if ¢ < hl'd, then for ¢ > 0,
f(t) > g, i.e., xg ¢ Xé |

So, if € > ||d||, G is resiliently reachable from the start
and remains always resiliently reachable, while if ¢ < hl'd,
G is never resiliently reachable. There is obviously an
intermediate case for ¢ € [h{d, ||d||] where the resilient
reachability of G depends on time.

6.3 Mazimum of g is negative

We can now tackle the third case, where max {g(h)} < 0.
In this situation, our intuition stipulates that controls are
stronger than the undesirable inputs in every direction,
so the reachable set grows unbounded with time. The
theorem below confirms this intuition.

Theorem 6. If Illllaﬁ({g(h)} < 0, then there exists ¢, > 0
e

such that zg € X{¢ for all ¢ > t;,.

Proof.

Let Iilgﬁ({g(h)} = —v < 0. Then f can be bounded by

above:
F(t) = max{hTd +g(h)Vt}
<max{hd) + mado(ve
= |ldll = V.

We compare this upper bound with € to obtain a reacha-
bility condition

2
d _
ldll = 1vE < e (W) <t

We can define a time

2 2
N _<||d|s> _< ld] e )
m v I}{léiﬁ)}({g(h)}

such that, for all ¢ > t};,,,, f(t) <e,i.e., 2o € X¢. [ |

(22)

The t;;, defined in (22) might not be the minimal time
for resilient reachability since a first inequality has been
used in order to decouple h”d and g(h)v/t. Nonetheless,
Theorem 6 proves that, after some time, any target set
becomes resiliently reachable.

Theorems 4, 5 and 6 show that the sign of the maximum
of g leads to interesting conclusions. It is thus natural to
attempt to analytically determine an upper bound for g.

6.4 Bounding g

T

. . T
Let 0§, be the maximal singular value of CT, and o2,

be the minimal singular value of BT. We claim that the
relationship between these two values impacts the maximal
value of g.

Theorem 7. If o€ < oB

., th h 0.

maz < Omins then max{g(h)} <

Proof. Let us define M = CCT = 0. Matrix M is sym-
metric, and we can use the following classical inequality
(Horn and Johnson, 2012):

M 2 T M 2
)‘mzn”l‘H <w Mz < )‘mawaH ) Vr e Rn7
with AM, and AM_ respectively, the minimum and maxi-

mum eigenvalues of M. Since M is trivially positive semi-
definite, AM. > 0. Note that ||CTh|| = VRTCCTh =

min

VhTMh. Thus we obtain

/ T
)\%zn S ||CTh’H S /\%az = USLaw’

By doing the same for BT, g can be bounded as follows:

vh e U.

G =B < gy < 0Sh, — B, VheU.
So if cr Bj.ﬂ th h 0. [
0if 05,4, <05, then glgg{g( )} <

Theorems 6 and 7 trivially imply the following corollary.

Corollary 8. If all singular values of C”" are strictly smaller
than those of BT, then the target set is resiliently reach-
able in finite time.

We now proceed to computationally confirm the above
theoretical results.

7. NUMERICAL EXAMPLES
7.1 1D system

To illustrate Theorem 2, we consider the following one-
dimensional system:

T =x+ bu+ cw, b>0, c>0,
LU():O,

U=W={veLy([0,T], R) : o], <1}.

Lgoal = 1,

For the above system we will calculate the resilient reach-
ability condition given by Theorem 2, and verify whether
the goal can actually be reached in that case.



First, supremums from (13) and (14) can be simplified,
since the inner product on R is just multiplication:
—~

T T
<h,/ eTﬁtbu(t)dt> /eftu(t)dt
0 0
=1
T T
< beT /e*%dt /qut
0 0
_ 2T

T [1—e
= be 5
We use the Cauchy-Schwarz inequality above, and note
that the equality case is realized for u(t) = e~'. We
proceed the same way as we did to transform (19) into
(21) and obtain

= |n| -beT

X lullz,-

Iulsfl{Kh’/oT eTtbu(t)dt>‘} b e2T2f 1

The same process is applied to (14). The last term left to
calculate in Theorem 2 is the scalar product from (9):

(h,etxy — Tgoal) = —h.

Theorem 2 can then be simplified to

2T _ 1
1+4/S s (e-b<e. (23)
Defining m(e,T) = (1 — €)v/2/(Ve2T — 1), (23) is equiva-
lent to
c+m(e,T) <b. (24)

Intuitively, if (24) holds, then the control magnitude b is
larger than the magnitude ¢ of undesirable inputs, plus
the minimum margin m(e,T) required to reach the goal
at time 7. The more time is allowed, the less margin is
necessary: m(e,T') decreases with 7.

We can now test condition (24), i.e., Theorem 2, by taking

w = I and u = Nk These inputs were chosen to be

of unit norm in L5, with w pulling the state away from
its goal and u counteracting w. We can then calculate the
final state:

(e - 1)

T 1 —1 B
x(T)z/O o7 (bﬁ—l—cﬁ)dt—(b—c) =

The closest point of the target set from the initial state
is goat —€ = 1 — €. Thus, goal G is reached at T for the
particular control input u and the particular uncontrolled
signal w, if £(T) > 1—¢,ie,b—c> (1—e)VT/(e" —1).

Since
(1—-e)WT
el —1
for all T' > 0, the above result validates Theorem 2: if G

is reached above (in which case G is certainly resiliently
reachable), (24) will hold.

We now proceed to illustrate the developed theory for
driftless systems.

> m(e, T)

7.2 A driftless underwater vehicle

We consider an underwater robot propelled by a main
engine and two side engines for operations in a 2D plane,
as shown in Fig. 7.2. We consider the scenario where the

main engine u; has a small bias in the y direction. The

system dynamics are thus given by

SR EEIE

Uz
U1
Fig. 2. A model of an underwater robot with three actua-
tors.

Our example is motivated by the work of Vela et al. (2002)
and Yu et al. (2016), which also have also considered
driftless dynamics. The assumption of driftlessness can in-
tuitively be justified by the viscosity of the water combined
with a small speed of the robot.

We assume that during its mission the controller loses
authority over the third actuator. The terms in (16) can
thus be written as follows:

| . |10 1 |1
u-[uJ, w = us, B_{O.Z—l]’ C—[J.

Intuitively, the robot should still be able to reach any
goal set, since the second actuator us can counteract the
undesirable inputs of w3, and the small bias of u; on y
provides a net motion on y, while the desired displacement
along zx is also realized by the main engine. While the
conditions of Theorem 7 are not satisfied, we can compute
I}rbleau)f{g(h)} = —0.02, and use Theorem 6 to show that any

goal is eventually resiliently reachable, as suggested by our
intuition.

In the situation where the controller loses authority over
both the second and third actuators, our intuition suggests
that a controlled motion along z is still possible, but the
displacements along y cannot be controlled. Therefore,
we cannot guarantee to reach any target position. We
numerically compute g and find that I}I}gﬂ)j{{ g(h)} =14 >

0. The conclusion of Theorem 4 validates our intuition.

If the controller only loses authority over the first actuator,
then I}{laﬁ({g(h)} = 8.6 > 0. Of course none of the side
€

engines can make up for the loss of the main one, as
predicted by Theorem 4.

Another interesting case to note is when w; thrusts only
along x without bias on y, i.e.,

== [o )

Then, a loss of control authority over one of the side
engines results in I’Illa[[)f{g(h)} = 0.02 > 0. Indeed, we
€

cannot guarantee to reach a goal that is not on the z axis,
because no net motion on y is guaranteed, since both side
engines can cancel each other out.



8. CONCLUSION

This paper described the problem of resilient reachability:
deciding whether a system can always be driven to a
desired goal, given that some of its actuators act in an
undesirable manner and without prior knowledge of these
undesirable inputs. To solve this problem, we derived a re-
silient reachability condition for linear systems and a more
specific condition for driftless systems. We investigated the
evolution of resilient reachability with time and rewrote
the problem as a minimax optimization with a concave-
convex objective function. We then derived results that
do not require directly solving the optimization problem,
at the price of providing sufficient or necessary conditions.

We foresee that immediate future work will build a more
advanced analysis of the time-evolution of the reachability
condition using the envelope theorems by Milgrom and
Segal (2002). This manuscript, however, presents only
the first step in our long-term goal of resilient system
synthesis, i.e., design of actuator functionality (in the
context of this paper represented by system matrices) for
which the system retains resilient reachability to loss of
one or more actuators.
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